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Abstract

Recent studies point out that spoofing attacks using fa-
cial masks still are a severe problem for current biometric
face recognition (FR) systems. As such systems are becom-
ing more frequently used, for example, for automated bor-
der crossing or access control to critical infrastructure, ad-
vanced anti-spoofing techniques are necessary to counter
these attacks. This work presents a novel, cross-modal ap-
proach that enhances existing solutions for face verification
and uses multispectral short wave infrared (SWIR) imaging
to ensure the authenticity of a face even in the presence of
partial disguises and masks. It is evaluated on a dataset
containing 137 subjects and a variety of spoofing attacks.
Using a commercial FR system, it successfully rejects all
attempts to counterfeit a foreign face with a false accep-
tance rate FAR;y = 0% and most attempts to disguise the
own identity with FARy, = 1% at a false rejection rate of
FRR < 5% using SWIR images for verification.

1. Introduction

Biometric face recognition (FR) has been and still is an
active research topic within the past decades [15]. Un-
der controlled conditions, current state of the art FR algo-
rithms can achieve even better results than human recogni-
tion. Compared to other biometric traits, the face has the
advantage that it can be captured easily and non-intrusively.
However, in unconstrained environments, automated FR
still faces problems handling varying illumination, facial
expressions or poses. Especially, determining whether a
recognized face is authentic or “fake”, i.e., a printed picture
or a facial disguise, is an open issue of FR systems [5].

There are several reasons for attacking an FR system us-
ing so called spoofs, such as to counterfeit the face of an
authorized person at access control points or to disguise the
own identity when entering a football stadium although be-
ing banned [18]. Spoofing attacks range from printed pho-
tos over recorded video displayed, for example, on a mobile
device, to facial disguises and masks, which might cover the

face partially or completely. Recent studies clearly point out
that this kind of attack is still a severe problem for current
anti-spoofing techniques [5, 7, 14].

Due to the widespread availability of 3D scanners and
printers, the creation of facial masks has become much eas-
ier in recent years [7]. These masks can be produced using
different materials, such as plastics, resin, silicon, rubber or
latex. Applying paint or makeup makes the visual appear-
ance and texture of a mask nearly identical to a real face,
thus the authentication of a face is very difficult using only
the visual (VIS) light spectrum [20].

Different approaches to address spoofing attacks using
additional modalities have been proposed in recent work.
Such approaches include the combination of depth and tex-
ture information [13], the usage of the thermal infrared
spectrum [4], as well as multispectral short wave infrared
(SWIR) imaging [20, 21, 25]. Multispectral SWIR imaging
is a very appealing approach, as in this spectral range hu-
man skin can be authenticated via its characteristic remis-
sion properties, which are widely independent of a person’s
age, gender or skin type [8].

Rather than building new multimodal FR systems, it is
preferable to enhance existing VIS based systems using new
modalities. This way, already existing face image databases
can still be used for face verification. Different researchers,
e.g., Bourlai et al. [2] or Klare and Jain [10], have achieved
promising results when using SWIR images to verify faces
that have been enrolled using VIS images with both com-
mercial and scientific state of the art FR software. However,
SWIR-based spoofing detection in conjunction with FR has
not been addressed so far.

In this paper, we propose fundamental approaches to
combine the skin detection method presented by Steiner et
al. [21] with existing FR systems, including already ac-
quired face databases. The FR systems are treated as “black
boxes” and are merely responsible of recognizing authentic
faces. Thus, their performance has an influence only on the
false rejection rate. The contributions of our work are:

e A cross-modal approach to detect spoofing attacks
even in the presence of (partial) disguises and masks



that enhances existing VIS-based solutions. It ensures
the authenticity of a face captured with a multispectral
SWIR camera and verified against a known face given
by a VIS image in a cooperative user scenario.

e An anti-spoofing method that masks out non-skin areas
at pixel level in a preprocessing step prior to FR. This
requires a given FR system to be able to handle SWIR
images as input.

e An alternative anti-spoofing method that verifies the
authenticity of a face within a generic region of inter-
est. This method ensures high spoof detection perfor-
mance and does not impose specific constraints on a
given FR system.

e To further promote anti-spoofing research, we provide
a first database of corresponding multispectral SWIR
and RGB color images incorporating various types of
masks and facial disguises to the research community.

2. Related Work

Anti-Spoofing in the Visual Spectrum

In the past few years, several researchers have addressed the
problem of spoofing attacks on face recognition systems.
Using motion based approaches, e.g. detecting motion pat-
terns [1] or tracking facial features to analyze the 3D struc-
ture [11, 24]), spoofing attacks using printed photos can be
detected. Potential solutions for video replay attacks have
also been proposed, including 3D / depth image acquisi-
tion or interactive challenge-response methods [18], anal-
ysis of the texture [16, 17], image quality assessment [6]
and detection of artifacts or distortion [3, 19, 26], as well
as combinations of these methods [12, 27]. However, these
approaches have not sufficiently addressed the problem of
detecting (three-dimensional) facial masks.

Anti-Spoofing Using Different Modalities

The detection of spoofing attacks with masks and facial
disguises is not easily possible using the visible spectrum
only. Different modalities have been proposed in prior
work: Dhamecha et al. [4] proposed the combination of
images acquired in the visible and thermal infrared (TIR)
spectra to detect spoofing attacks. They define patches on a
detected face, classify each patch as authentic or disguised
and use only the authentic patches for recognition. Kose and
Dugelay [13] presented an approach that combines the tex-
ture analysis of 2D facial images from [16] with 3D depth
images to detect spoofing attacks with masks.

The most promising results so far have been achieved
using multispectral SWIR imagery. Pavlidis and
Symosek [20] described an approach for skin and disguise
detection using two co-registered SWIR cameras with a sen-
sitivity range of 800 < A\; < 1400nm and 1400 < Ay <
2200nm, respectively, fused the images using weighted dif-
ferences and applied a threshold to distinguish skin from

Figure 1: Portraits of different persons showing different
amounts of skin in the facial region.

other materials. Zhang et al. [29] presented a scanning sen-
sor with 850nm and 1450nm wavebands as addition to an
RGB camera, which distinguishes real skin from disguises
at one single point in front of the camera. Wang et al. [25]
described a multispectral method using 420nm and 800nm
wavebands that divides the image of a face into blocks and
creates feature vectors for each block that are compared to
those acquired during enrollment, which has to be done us-
ing the same system. Yi et al. [28] proposed a multispec-
tral VIS and near-infrared (NIR) camera system, which was
shown to reliably detect attacks with printed photos. How-
ever, they do not report tests with facial masks or subjects
with varying skin types. As their system only uses a sin-
gle NIR waveband at 780nm, it must be expected that it
will not be able to distinguish real skin from skin-like ma-
terial under all circumstances. Steiner ef al. [21] presented
a multispectral imaging system with 4 distinct wavebands
between 900nm and 1550nm that requires only one SWIR
camera. Their classification approach is capable of distin-
guishing authentic human skin from masks and facial dis-
guises at pixel level with very high accuracy. Due to active
frontal illumination that is invisible to the user, it is ideally
suited for face recognition and verification.

A robust solution on matching the spoofing detection to
specific facial features has not been introduced by any of
these approaches, though.

3. Combining Face Verification and
Skin Detection

Classical biometric face recognition is limited in spoof-
ing detection, as solely imagery in the visible spectrum is
used. Methods using alternative modalities are more suc-
cessful in the authentication of skin and faces as such, but
often require to set up new databases for face recognition.
Our approach, therefore, aims at a scheme integrating mul-
tispectral SWIR skin authentication into existing face veri-
fication systems. We will show that this approach achieves
unprecedented anti-spoofing performance even in the pres-
ence of partial disguises or facial hair.

As described in Sec. 2, multispectral SWIR imaging al-
lows for a reliable classification of material as “skin” or
“non-skin” at pixel level. Even material similar to skin, such



(A) Masking Method [] Our method ~ [] Existing solution
SWISR [maging| | Skin Detection —| Anti-Spoofing | Facg .
ystem Recognition

(B) ROI Matching Method
VIS Imaging >< OR > Facg )
Recognition

System
optional /
R el Skin Detection—#| Anti-Spoofing

System

Figure 2: Components of the proposed anti-spoofing meth-
ods: (a) masking of non-skin regions; (b) ROI matching.

as silicon specifically designed to model human limbs, can
be distinguished from authentic human skin with high accu-
racy [21]. The challenge is, how these classification results
can be used for face verification, as skin regions naturally
vary strongly across different individuals (see Fig. 1) and
spoofs may also address very different regions and amounts
of a person’s face (see Fig. 3).

As it is not feasible to individually re-engineer any po-
tentially given FR system in order to analyze its “facial re-
gions of interest” and to apply skin verification there, we
propose two fundamentally different methods to integrate
SWIR-based skin detection into existing FR systems that
are widely independent of the actual recognition algorithm:

(A) Masking Out Non-Skin Pixels: This method requires
the given FR system to be able to handle SWIR images
as input for face recognition. Here, we only acquire
SWIR images, apply skin classification, and mask out
non-skin regions prior to FR in a preprocessing step.

(B) Generic Regions of Interest (ROI): This method can
be applied to any given FR system. In addition to the
SWIR image required for anti-spoofing, a VIS image
of the face can (optionally) be acquired and used for
FR instead of the SWIR image. The two cameras do
not need to be co-registered as long as they have a
similar field of view. We apply skin classification on
the SWIR image and perform anti-spoofing based on a
generic ROl in a post-processing step.

In both methods, we expect that the FR systems database
has been created using VIS images of all subjects. Both
methods consist of the following components; see Fig. 2:
A multispectral SWIR image source with four wave-
bands around 935nm, 1060nm, 1300nm and
1550nm. In this work, the BRSU Skin/Face Database
[21] is used, but the presented approach can be applied
to other image sources as well.

A face recognition and verification module that is con-
sidered as a black box and can be implemented us-

Figure 3: Examples of evaluated spoofing attacks.

ing academic state of the art or commercial off the
shelf software. For this work, the commercial Cog-
nitec FaceVACS software is used in version 8.9.

An accurate SVM-based skin classifier trained on au-
thentic skin samples, as well as new material samples
recorded in the context of this work, which include
different types of makeup and materials that might be
used for spoofing attacks.

An innovative anti-spoofing module that detects spoof-
ing attacks reliably without rejecting authentic faces
due to facial hair or uncritical occlusion of skin. This
module has two modes of operation (see above): mask-
ing out non-skin regions as a preprocessing to FR sys-
tems that can work on SWIR imagery as input, or re-
gion of interest matching as post-processing of the FR
systems verification result.

In the following sections, the skin classifier and the data
used for its training, as well as both methods for spatially
resolved face anti-spoofing are described in detail.

4. SVM-based Skin Classifier

Steiner et al. [21] have shown that a highly accurate skin
detection can be achieved on multispectral SWIR images
by using a Support Vector Machine (SVM) classifier. They
achieved a per-pixel classification accuracy of 99.968%.
The skin samples that were used to train the classifier are
available in the BRSU Skin/Face Database, which serves as
a basis for this work. To extend the database and add train-
ing data of material used to create spoofs, new multispectral
images of different masks and facial disguises have been ac-
quired, including makeup and (fake) facial hair. This new
data is provided to the research community on our website
to further promote anti-spoofing research. Fig. 3 shows a
selection of the considered spoofing attacks.

Similar to [21], skin classification is performed for each
pixel individually by extracting its spectral signature s:

§(xay) = (i17"7in—1)7 (1)

with 4,,, 1 < w < n being the intensity value of pixel (z,y)



Figure 4: SWIR image before (left) and after (right) mask-
ing out all non-skin pixels.

for waveband w, normalizing it and feeding it to the classi-
fication algorithm.

Normalized spectral signatures have been extracted from
all skin and material samples of the extended database de-
scribed above. In total, 404 face images and 102 spoof im-
ages were used. Using the 1ibSVM library, a new SVM clas-
sifier was trained on this data, which has been annotated by
hand as “skin” or “non-skin”, respectively. As makeup, fa-
cial cream or tattoos should not be rejected as a spoofing at-
tack per se, no such samples were used for training. Optimal
parameters for the SVM learner were experimentally found
by testing the resulting SVM model using cross-validation.

5. Masking Out Non-Skin Regions

This first method, (A), see Fig. 2, to integrate SWIR-
based skin detection into existing FR systems removes, or
masks out, all pixels classified as “non-skin” in the input
images as a preprocessing step before the SWIR image is
analyzed by the FR algorithm. As the subjects have been
enrolled using VIS images, this method requires that the
FR module is capable of matching these with the SWIR
face images acquired for the query. The masking method
is comparable to the approach described by Dhamecha et
al. [4], but much more fine-grained, as the decision whether
or not to use a certain facial area for the recognition is made
for each pixel individually instead of larger patches. This
ensures that no fake information will be contained in the
image used for recognition. Fig. 4 shows a face image be-
fore and after masking.

6. Region of Interest Matching

Our alternative approach, (B), to masking non-skin re-
gions verifies the authenticity of a face in a post-processing
step using a generic region of interest (ROI). This method
does not impose specific constraints on the FR module as
such. Especially, the FR system can be fed with either
SWIR or VIS query images, whatever the system requires.

As shown in Fig. 2, the anti-spoofing module uses the
SWIR face image to check the authenticity of a face pre-
sented to the system. In post-processing, this information is
combined with the result of the face recognition module. If
a face has been verified by both the face recognition and the

(a) Template of the central (b) Example of a facial land-
face area. marking result.

Figure 5: Components of the ROI matching method.

anti-spoofing module, it is accepted by the system.

6.1. Template Design

A simple approach to detect spoofing in the SWIR im-
age would be to measure the total amount of skin in the
complete image or facial region. However, this approach is
too simple to distinguish spoofing attacks with partial dis-
guises from occlusions by facial hair, as shown in Fig. 1 and
3. Furthermore, it potentially opens up new possibilities to
attack the FR system.

Our approach is to restrict the skin verification to regions
in the human face that are commonly not occluded by fa-
cial hair: the central area around the nose and eyes, as well
as the mouth. As biometric face verification systems are
usually robust against changing hair styles or beards, our
hypothesis is that these regions are most significant to be
checked for skin authenticity.

We deduced a generic template of the central facial area,
which includes only those areas that can be expected to
show uncovered skin for every subject; see Fig. 5a. The
template’s shape and dimension has been experimentally
optimized using the BRSU Skin/Face Database, which in-
cludes several persons wearing a full beard.

6.2. Template Matching

In order to match the template to a captured image, our
method uses the openCV library to detect faces and applies
the facial landmark detector presented by Uricar ef al. [22]
to locate facial features. Using a previously trained model,
this approach is capable of detecting a set of 20 landmarks,
as shown in Fig. 5b. The algorithm is robust against (mod-
erate) rotation and changes in perspective and allows to es-
timate the orientation and pose of a face with high accuracy.

After extracting the facial features, three points are de-
rived from them: the center positions of both eyes and the
mouth. These points have shown to be most stable under
motion and changing illumination. Based on these points,
an affine transformation matrix is calculated and applied on
the template. Then, its width is adjusted to the width of the
face. In addition, the features marking the outer edges of



(b) Face with partial mask

(a) Face without mask

Figure 6: Results of the ROI matching method (B).
Green: successful verification; red: spoof detected.

Predicted Class
Skin No Skin
Actual Skin 99.86% 0.14%

Class NoSkin 129%  98.71%

Table 1: Pixel-level classification results on the test data.

the mouth are used to calculate form and position of the lips
and the outlined area is added as a second template.
Finally, the amount of authentic skin pixels is calculated
for both ROIs. As the template matching process suffers
from slight inaccuracies of the landmarking algorithm, the
matching is not always perfect. Therefore, the threshold
for the verification has been set to 90% of the pixels in the
central face area and to 50% of the pixels in the mouth area.
This setting works for all faces in the database and should
still be sensitive enough to detect spoofing attacks. Fig. 6
shows an example of the successful template matching.

7. Experimental Evaluation

To evaluate the performance of the proposed anti-
spoofing approach, the accuracy of the skin classifier is an-
alyzed in the first step. Then, both the masking and ROI
matching methods are tested on face images with and with-
out spoofing attacks.

7.1. SKkin Classification Accuracy

The SVM classifier is evaluated on a data set of spectral
signatures from skin and material samples. These samples
have been extracted from images of all analyzed spoofs that
have not been used for training. The confusion matrix for
the full data set is shown in Tab. 1. The classifier achieves
a pixel-level accuracy of 99.283% on the test data set and
most spoof materials listed in Tab. 3 and Tab. 5 are distin-
guished from skin perfectly. The only material that is hard
to distinguish from skin is artificial blood applied on a fake
scar, probably due to its high water content. However, due
to its liquid character, this material is difficult to be applied
for spoofing attacks.

404 images in total | (A)Masking  (B) ROI |
Rank-1 Identification 100 % 100 %

Above Verification Threshold 95.79 % 95.05 %
False Rejection Rate (FRR) 421 % 4.95 %

Table 2: False rejection rate and face verification perfor-
mance of both methods using FaceVACS (trained on VIS
images, queried with SWIR images).

7.2. False Rejection Rate

To evaluate the false rejection rate (FRR) of the proposed
anti-spoofing methods, they are tested on the full data set of
authentic (not disguised) faces. For this purpose, 137 sub-
jects from the BRSU database have been enrolled in Face-
VACS using three VIS images with varying facial expres-
sions for each subject. The database covers subjects be-
tween 18 and 59 years of all skin types; demographic details
can be found in [21], Sec. 6.2. With a few exceptions, there
are also three multispectral SWIR face images available for
each subject, which have been captured in the same session.
From all 404 SWIR images, only the 1060nm waveband has
been used for this test. As we expect a cooperative scenario,
the influence of glasses has not been tested. Facial hair had
no noticeable influence on the results.

As shown in Tab. 2 and Tab. 4, the performance surpasses
that presented in prior work with a rank-1 identification rate
of 100%. However, for some images, the matching score
is slightly below FaceVACS’ internal threshold for a suc-
cessful verification result. Surprisingly, the matching score
and, thus, the true positive rate is even slightly higher for
the masking method than for the ROI method, which uses
the unmasked image for recognition. Please note that the
ROI method allows to use VIS images as input for the FR
system as well, which might reduce the FRR significantly,
especially under good lighting conditions. As the ROI tem-
plate and acceptance threshold has been designed to accept
all of these faces, see Sec. 5, no face images were falsely
rejected due to an incorrect spoofing detection.

7.3. Spoof Detection and False Acceptance Rate

To evaluate the anti-spoofing performance of both meth-
ods, two attack scenarios are considered: disguise of the
own identity and counterfeiting of a foreign identity. Both
scenarios were evaluated using 5 subjects in total. ROC
curves for both scenarios are shown in Fig. 7. It has to
be noted that the printed 2D attacks and hard resin masks
achieve recognition scores similar to real faces, while all
other masks achieve far lower scores. Thus, the ROC curves
of standard FR appear as a step function.

Counterfeiting
In this scenario, an attacker tries to counterfeit the identity



Description / no. of images Std. FR (A) B) ‘

Full and partial 2D attacks 21 21 0 0
Full mask 1, silicon 3 0 0 0
Full mask 2, silicon * 3 0 0 0
Full mask 3, silicon * 3 0 0 0
Full mask 4, plastic 3 0 0 0
Full mask 5, hard resin 3 3 0 0
Full mask 6, hard resin 3 3 0 0
Sum / FAR 39 | 69.2% 0.0% 0.0%

Table 3: Evaluated spoofing attacks for the counterfeiting
scenario with number of false acceptances and total false
acceptance rate (FAR) using standard FR and both anti-
spoofing methods (A) and (B). 2D attacks include prints and
images shown on mobile devices. * = with makeup.

of a specific person, for example in order to pass an auto-
mated border control gate using a fake passport. Here, a
false acceptance occurs if the attacker is falsely verified as
the person he claims to be using a spoofing attack, with-
out the attack being detected by our anti-spoofing mod-
ule. Tab. 3 presents a list of spoofing attacks from our
test data set that could be used to counterfeit another per-
son’s face. For each spoof, multiple images have been cap-
tured showing variations of the attack or different attackers.
Without additional anti-spoofing, all 2D attacks and hard
resin masks achieve scores similar to or even higher than
real faces using FaceVACS, but both proposed anti-spoofing
methods successfully reject all evaluated attacks. With re-
gard to this scenario, both achieve an FAR.s = 0%. An
example of the multispectral SWIR image of a silicon mask
and its classification result compared to the corresponding
RGB color image is shown in Fig. 8. Tab. 4 shows a quali-
tative comparison of our results to prior work.

Disguise Scenario

This scenario focuses on situations in which an attacker
does not need to counterfeit a specific person’s identity, but
simply tries to disguise his own, for example, because his
face is known and “blacklisted”. Therefore, for this sce-
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Figure 7: Receiver operating characteristic (ROC) curves
for the counterfeit (C) and disguise (D) scenario.

(b) SWIR image.  (c) Classification.

(a) RGB image.

Figure 8: RGB color image, SWIR false-color image and
classification result of a face with a silicon mask.

| Method | FPR FRR |
(A) Masking 0.0 4.21/0.0*
(B) ROI 0.0 4.95/70.0*
Buciu et al. [3]** 2.5 6.2
Kose et al. [13] 14.0/9.1 9.8/18.8
Wang et al. [25] 3.0 3.3
Yi et al. [28]** 0.0 6.0

Table 4: Qualitative comparison to reported results of exist-
ing approaches on different datasets.
* = Based on Rank-1-Identification; ** = only 2D attacks

nario, a false acceptance occurs if the attacker can hide his
identity without the spoof being detected.

Obviously, the attacks evaluated in the counterfeiting
scenario also allow an attacker to disguise his identity. Ad-
ditionally, we tested several partial disguises and alterations
to a face, which are listed in Tab. 5. For each spoof, the table
lists the number of correct identifications (i.e. the attacker
did not succeed with hiding his identity) and false accep-
tances using the standard FR system without anti-spoofing,
as well as both anti-spoofing methods. For the latter, the
number of detected spoofing attempts is given as well.

Without any anti-spoofing module, the FR software is
easily tricked by all full face attacks, but does perform well
on the partial attacks: in all but two cases, it identifies the
attacker in spite of them. However, by combining several of
these attacks, a successful disguise might still be possible.
In total, standard FR achieves an FARy, ~ 34%.

Method (A) can detect spoofing attacks only by compar-
ing face detection results before and after masking out non-
skin areas. Therefore, the detection of partial disguises is
not reliably possible with this method. At the same time, the
disguises are more successful on SWIR images than on the
VIS images used for standard FR. In combination, the at-
tacker managed to disguise his true identity in FARq, ~ 7%
of the query images without the attack being detected.

Method (B) detects most of the partial disguises and
misses only those that are too small or out of the specified
regions, which is uncritical as these attacks are unlikely to
successfully disguise the identity. Only in one image of a
face with fake eyebrows and mustache, the attack is not de-



Standard FR (A) Masking Method (B) ROI Method

Description / number of images AFtacker False A‘ttacker Spoof  False A.ttacker Spoof  False

ident. Acc. ident. det. Acc. ident. det. Acc.
Full face counterfeiting attacks * 27 0 27 0 27 0 0 27 0
Full face masks, latex 6 0 6 0 6 0 0 6 0
Partial face 2D attacks 12 12 0 6 6 0 0 12 0
Partial mask 1, unknown mat. 3 3 0 0 3 0 0 3 0
Partial mask 2, cotton on plastic 3 3 0 2 0 1 0 3 0
Partial mask 3, cotton on plastic 3 3 0 0 0 3 1 3 0
Fake nose 1, foam plastic 3 3 0 2 1 1 2 3 0
Fake nose 2, rubber latex 3 3 0 3 0 0 3 3 0
Soft nose putty (1) ** 3 3 0 3 0 0 3 3 0
Soft nose putty (2) ** 3 3 0 3 0 0 3 3 0
Liquid rubber latex ** 2 2 0 2 0 0 2 0 0
Fake scar, latex ** / *%3% 3 3 0 3 0 0 3 0 0
Fake mustache, blond 2 2 0 2 0 0 2 0 0
Fake eyebrows / mustache, gray 3 3 0 1 1 1 1 2 1
Fake full beard, black 3 3 0 3 0 0 3 0 0
Fake glasses / nose / eyebrows 3 2 1 0 2 1 0 3 0
Headscarf 2 1 1 1 1 0 1 1 0
Makeup / facial cream / tattoos 18 18 0 15 3 0 18 3 0
Total 102 | 65.7% 343% | 451% 490% 68% | 412% 73.5% 1.0%

Table 5: Evaluated spoofing attacks for the disguise scenario, number of correct identifications, detected spoofs and false
acceptances for standard FR without anti-spoofing (using RGB images for query), as well as both anti-spoofing methods
(using SWIR images for query). * = see Tab. 3, ** = with and without makeup, *** = with and without artificial blood.

tected and the attacker is not identified correctly. By using a
VIS image as input for the FR software instead of the SWIR
image, which is optionally possible with this method, the
attacker is identified correctly in this case, though. In total,
the ROI method achieves an FARg, = 1%.

It was further found that different skin types or (ambi-
ent) illumination conditions have no influence on the re-
sults. The same applies to most types of makeup have no in-
fluence on the SWIR images at all, except for heavy theater
makeup. Eyeliner and eye shadow (both black and white),
although absorbing in the SWIR and mostly being classified
as “non-skin”, do not influence the FR performance. If eye
shadow is applied to large areas, however, it might lead to a
rejection of the face. Several thick layers of powder or large
amounts of facial cream that have not yet vanished can also
lead to rejections, but appear to be uncritical in practice.

8. Conclusion

Nowadays, three-dimensional facial masks and disguises
that defeat state of the art anti-spoofing approaches can be
created without much effort. Improved methods based on
multispectral images or other modalities are necessary to
address this problem, as face recognition (FR) systems us-
ing the visual spectrum alone can be fooled easily.

This work presents a novel, robust and cross-modal ap-
proach that enhances existing FR solutions and ensures the
authenticity of a face even in the presence of such spoof-

ing attacks. Based on multispectral SWIR imaging, we
propose an anti-spoofing method with two modes of oper-
ation: masking out non-skin pixels as preprocessing step
to FR systems that can handle SWIR imagery as input or
verification of a generic region of interest (ROI) as post-
processing of the FR results. Both modes are evaluated on
a new database of corresponding RGB and SWIR images
showing different spoofing attacks. This database is avail-
able to other researchers on our website! to further promote
research on face anti-spoofing.

We show that both methods successfully reject all at-
tempts to counterfeit a foreign identity with FAR.s = 0%.
The masking method is slightly in favor with FRRy; =
4.21% compared to FRRgro; = 4.95%. Attempts to dis-
guise the attacker’s identity can be detected in most cases
by the ROI method with a total FARy, = 1%.

As our approach works with existing or future FR solu-
tions and does not require an additional enrollment process,
it can also be used in conjunction with template protection
methods, such as fuzzy vault, which might become increas-
ingly important for biometric systems in the near future in
order to increase data protection and privacy for users [9].

In future work, training the facial landmarking algorithm
with images in the 1060nm band could increase the relia-
bility of the template matching in order to lower the accep-
tance threshold of the ROI method. Different technology,

Uhttp://isf.h-brs.de/en/skin-db/



such as vein and blood vessel detection [23], could further
increase the anti-spoofing performance in the presence of
masks manufactured using surface materials that are very
similar to skin in the SWIR spectrum.
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